YnaTtcTBO 3a MHCTaNauMja Ha gpajsepu 3a TokeH u CAPICOM
KOMMOHEHTaTa NoTpebHM 3a noTnuwyBake Ha Ha/103U

MHctanaumja Ha PKI-Client (3a Alladin ili SafeNet USB TOKEN)

3a 13 MOKe onNepaTMBHMOT CUCTEM HA KOMMjyTePOT Zia ro Npeno3Hae TOKeHoT, NoTpebHo e aa ce
MHCTaNMpaaT COOABETHM ApajBepu 3a Hero.

[okonky Kopuctute 32 6uteH onepatnseH cuctem (Windows XP, Vista, Windows 7 32-bits)
cTapTyBajTe ja aaToTekaTta PKIClient-x32-5.1.msi.

[loKoNKy Kopuctute 64 6uTeH onepatmeeH cuctem (Windows XP, Vista, Windows 7 64-bits)
cTapTyBajTe ja AatotekaTta PKIClient-x64-5.1.msi.

MoHaTamoLwHuTe YyeKopun ce NgeHTU4YHM 1 BO ABaTa Cay4dal.

1. Ha cnegHMOT eKpaH KAMKHeTe Ha konyeTo Next>

i eToken PKI Client 5.1 Setup

eToken '

Welcome to the eToken PKI
Client 5.1 Installation Wizard

The Setup Wizard will install eToken PRI Client
5.1 on your computer,
eToken

PKl...

[ Cancel




2. HacnegHwWoT eKpaH KAnKHeTe Ha Konyeto Next>

i% eToken PKI Client 5.1 Setup A=l

Ready to Install the Application

ETﬂi(e n Select the language for eToken PEI Client.

Select eT oken PEI Chent interface language:

English b

Click Next to begin installation.

[ <Eack< ]Luﬂ..e:-:t} >[ Caticel

3. Ha cneagHuot ekpaH oabeperte ja onuujata | accept the licence agreement” u Kn1MKHeTe Ha
kon4yeto Next>

i% eToken PKI Client 5.1 Setup A=l

i( End-User License Agreement
ETO en Pleaze read the following license agreement carefully.

ALADDIN KNOWLEDGE SYSTEMS LTD.
eTORKFEN ENTERPRISE END USEE. LICENSE AGREEMENT

IMPORTANT INFORMATION - FLEAZE READ THIZ AGREEMENT
CAREFULLY BEFORE OPENING THE PACKAGE AMND/OR USING
THE CONTENTS THEREOF ANDJ/OR BEFORE DOWNLOADING OR
IMETALLIMNG THE EOFTWARE PROGEAN. ALL ORDEES FOR AND
USE OF THE eTOKEN EMTERPRISE PRODUCTS (ncluding without

litnitation, lbraries, ufilites, diskettes, CD-ROM, eToken™ keys and the
—rERER T ThErErra ey 1Dradiett 2TTDDT TR ¥

it

(%31 accept the license agreement

E agreerment

[ <Eack(" ﬂe:-:m[ Cancel




4. Ha cnegHWOT eKpaH KAMKHeTe Ha KonyeTo Next>

i eToken PKI Client 5.1 Setup

Destination Folder

I ETCﬂ(E n Select a folder where the application will be installed.

Setup will install the eT oken PEI Client 5.1 filez in the following folder.
Toingtall in a different folder, click Browse and navigate to the required folder.

You can choose not ta inztall eToken PEI Client 5.7 by clicking Cancel to exit the Setup.

Deztination Folder

C:%Program FileshAladdinteTokenh

< Back ( ]Lu.ﬂ.e:-:m[ Cancel

5. W Ha nocneaHWOT eKpaH KAnKHeTe Ha KonyeTo Finish

i eToken PKI Client 5.1 Setup A=l

eToken <) '

eToken PKI Client 5.1 has been
successfully installed.

Click Finish to exit Setup.

eTaken

PKl...

[lOKO/IKy ce NojaBu NopakKa 3a pecTapTUpakbe Ha KOMNjyTePOT, HanpaBeTe pecTapT.



NMpomeHa Ha NO03MHKA HA TOKEH

Op, 6e36e4HOCHU NPUYMHKM NOTPEOHO e Aa ce HanpaBM NPOMEHa Ha MHULMjaNHaTa 103UHKa Ha
TOKEeHOT. 3a Taa uen cTapTyBajTe ja ananKaumujaTta “eToken Propertis”. MaTekata 4o oBaa anaunKaumja
e: Start -> All programs -> eToken -> eToken PKI Client -> eToken Propertis

Ha eKkpaHoT WTO Ke ce nojasu oabeperte ja onunjata “Change eToken Password”

i= eToken PKI Client Properties

eToTﬁe n

\:,_' eToken

Rename eToken

Change eToken Password

Unlock eToken

_Q Delete eToken Content

o Wiew eToken Info

Disconnect eToken Virtual

Aladdin




Ha cneaHnoT ekpaH Bo noneto “Current eToken Password” BHeceTe ja MHMLUMjaAHATA N03MHKA HA
TOKeHOoT: procredit.0

Bo noneto “New eToken Password” BHeceTe ja BawaTa HOBa /1I03MHKA KOja MOpa Aa COAPXKM
HajManKky egHa mana b6yKBa, Hajmanky efHa rosiema 6yKBa 1 Hajmanky eaHa undpa.

WUcTaT No3nHKa BHeceTe ja u Bo noneto “Confirm New eToken Password”.

[IOKONKY 1 BO ABeTe NOAUHA MMATE BHECEHO MAEHTUYHA KOMMIEKCHA N03UHKa, KonyeTo OK Ke cTaHe
AOCTANHO 3a Aa MOXKe A3 KNMKHEeTe Ha Hero.

Kako noTBpAa 3a KOMN/IEKCHOCTa HA BawaTta 103MHKA MoXKe a3 By nocnyKm MHAWMKATOPOT KOj ce
Haofa AlecHo o OBMe ABe Nontba. Kora MHAMKATOPOT Ke AoCTUrHe BpeaHoT og 100% Toa e AoKa3
[eKa HoBaTa /I03MHKa ja 3340B0/1lyBa KOMM/IEKCHOCTA HA TOKEHOT.

i= Change Password: eToken

Change Password eTOi e n

Current eToken Password: | YY) |

Mew eToken Password: | sessnsenns |

Confirm Mew eToken Passward: | T T YT Y |

'’
D Pazsword must meet token defined complexity reguirementss.

Currenk Language: EM

e
< (] 4 w Cancel

KaKko gokas geka e HanpaseHa ycnewHa npomeHa Ha JI03nHKaTa Cce nojaByBa CneagHnoT eKpaH

i= Change Password

Password changed successfulky




UHcTanaumja Ha gpajsepu 3a GEMALTO USB TOKEN

AKo Kopuctute onepatmeeH cuctem Windows Vista, Windows 7 nan Windows 8, npukay4yeto ro
TOKEHOT BO KOMMjyTep, NOYEKAjTE MaKJy U aBTOMATCKM Ke Ce MHCTa/npaaT CoOoABETHUTE ApajBepu 3a
TOKEHOT.

[oKonKy KopuctuTe onepatmeeH cuctem Windows XP n gpajBepute 3a TOKEHOT He Ce MHCTaAupaar
aBTOMATCKK, noTpebaHo e aa ce nHctanmpa Microsoft Base Smart Card Package Koj morke ga ro

CTapTyBaTe o4 MEHUTO OA4 NeBaTa CTPaHa U TOa:

Gemalto 32 bit 3a Windows XP 32 61THa Bep3uja u
Gemalto 64 bit 3a Windows XP 64 6uTHa Bep3uja

Camara MHCTanauuja e egHOCTaBHa.

X

Open File - Security Warning

Do you want to run this file?

Mame: ‘Windows-kEI09520-v1,000-x86-EML, exe
Fublizher: Microsoft Corporation

Type:  Application

From: CiDocuments and SettingsiRistolDeskiop

Bun ]| Cancel |

Alwayz azk before opening this file

Whhile files from the Internet can be usebul, thiz file tupe can
o potentially harm pour computer. Only run saftware from publizhers
youl brust, What's the risk?




Software Update Installation Wizard @
[1ze thiz wizard to inztall the following software update;

Microsoft Base Smart Card
Cryptographic Service
Provider Package

Before pou install this update, we recommend that pou;

- Back up pour zuztem
- Cloze all open programs

r'ou might need to restart your computer after you complete
thiz update. Ta continue, click Mest.

Cancel |

Software Update Installation Wizard

License Agreement ;'l 'U

!

Pleasze read the following license agreement. To continue with zetup,
wou muzt accept the agreement.

PLEASE MOTE: Mizrozoft Corporation [or bazed an where you
live, one of its affiliates] icenses this supplement to you, ou
may use a copy of thiz supplement with each valdly licensed
copy of YWindows 2000, Windows =P, and Windows Server
2003 [the “software™]. Y'ou may not use the supplement if you
do not have a licenze for the zoftware. The licenze terms for
the zoftware apply to your uze of thiz zupplement.  Microsaoft
provides support services for the supplement as dezcribed at
. zUppork. microzoft, comdcommondinternational. asps.

" | Do Mat &gree

Print

¢ Back GD Cancel |




Software Update Installation Wizard

Completing the Microsoft Base
Smart Card Cryptographic
Service Provider Package
Installation Wizard

Y'ou have successfully completed the Microzoft Baze
Smart Card Crypto Provider Package Setup 'Wizard.

To cloze this wizard, click Finish.

MpomeHa Ha no3uHKa Ha MoKeH Gemalto

Ako kopuctute onepatmseH cuctem Windows Vista, Windows 7 nan Windows 8, knuknete
ncTtoBpemeHo Ha Konunwata CTR+ALT+DELETE u ogbepeTe ja onumjata “Change a password” Kako
LUTO € NOKa*KaHo Ha A0/IHaTa C/AMKa.

L,_)\_‘»‘_ thiS ¢
<> Switch User

& Log off

ety iy o a ot
&> Change a password...
h




KnukHeTte Ha nkoHata “Smart Card PIN Change”

Bo npBoto none BHecete ja nHunMjanHara to3uHka 0000 , a BO cieqHUTE ABE MOJTUHA BHECETE ja
HOBaTa JIO3WHKa Ko Bue camu ja onpenysate.

IHold RIN &




JIoKOJIKYy € ce BHECEHO KOPEKTHO Ke ja I0OMeTe mopakara 3a yCIenrHo IpoMeHeTa J03WHKa.

@ Windows Security

You have SdEéssfHﬁy changéd your PIN.

3a mpoMeHa Ha JIO3WHKA Ha TOKEHOT BO omnepatuBed cucreM Windows XP, moTpeGHO € 0,1 MEHHTO
start ma ja onbepete omnmujata Run (wim co KKK Ha Komumara Windows+R) u manumrere pintool

= Type the name of a program, folder, document, ar
Internet resource, and wWindows will open it Ffor you,

Open: | v|

[ Ok ] Cancel ][ Browse. .. ]




Bo npBoTo nose ja BHecyBaTe nHunujaaHara jgo3uaka 0000 , a BO cieHHUTE JIBE MOJIM-a HOBaTa
J03uHKa Kou Bue camu ja ogpemysare.

Smart Card PIN Tool

Change PIM | Urblack

To change your Smart Card PIM, enter the old FIM and the
deszired new PIM and press the 'Change PIN' button below,

0ld FIN eeee |
New PIN (seense |
ConfimNew PN [sesees |

Cloze




UHcTanaumja Ha CAPICOM KomnoHeHTaTa noTpebHa 3a noTnuwyBare Ha HaN03UTe

3a ga moxKeTe ga NoTNULETe Hanor NoTpebHo e aa ce uHctanmpa u CAPICOM KoMnoHeHTaTa.
3a MHCTanaumja Ha oBaa KOMMOHEHTA CTapTyBajTe ja gatoTeKata: CAPICOM-KB931906-v2102.exe
Koja ce Haora Ha CD-To unu oa nesaTta CTpaHa Ha MEeHUTO Ha JIMHKOT “Capicom KomnoHeHTa”.

1. Ha cnegHMOT eKpaH KAMKHeTe Ha konyeTo Next>
i Security Update for CAPICOM (KB931906) Setup X

Welcome to the Security
Update for CAPICOM
(KB931906) Setup Wizard

The Setup Wizard will install Security Update For CAPICOM
(KBE931906) an your computer, Click MNext bo cantinue ar
Cancel ko exit the Setup Wizard,

[ Cancel

2. Opbepete ja npBaTa onumja U KNNKHeTe Ha KonyeTo Next>

i Security Update for CAPICOM (KB931906) License Agreement X

End-User License Agreement
Plzase read the Following license agreement carefully

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT CAPICOM

These license terms are an agreement between Microsoft Corporation

{or based on where yvou live, one of its affiliates) and you. Please read
them. They apply 1o the saftware named above, which includes the

media on which you received it, if any. The terms also apply to any 7

{(*)1 accept the kerms in the License Agreement:

()1 do not accept the terms in the License Agreement

< Back (” Mext = D [ Cancel




3. Ha cnegHuoT ekpaH KAuKHeTe Ha KonyeTo Next>

i Security Update for CAPICOM (KB931906) Setup

Custom Setup

Select the way wou wank Features to be installed,

Zlick. on the icons in the tree below to change the way Features will be installed.

Microsoft CAPICOM 2.1.0.2

This Feature requires 7I0KE on wour
hard drive.

Location: :\Pragramm Files\Microsoft CAPTCOM 2,1.0,2Y

[Diskgsage] [ < Back (” Bext = )[ Cancel ]

4. Ha cneaHWOT eKpaH KAMKHeTe Ha Kon4eTo Install
i Security Update for CAPICOM (KB931906) Setup

Ready to Install

The Setup ‘Wizard is ready ta beqgin the Custam inskallakion

Click. Install ko begin the installation. IF wou want ko review or change any of waour
installation settings, click Back. Click Cancel to exit the wizard,

< Back Q| lnstm[ Cancel




5. W Ha nocneaHWOT eKpaH KAnKHeTe Ha KonyeTo Finish

i% Security Update for CAPICOM (KB931906) Setup X

Completing the Security
Update for CAPICOM
(KB231906) Setup Wizard

Click the Finish button to exit the Setup Wizard,

Finish

[lOKONKY ce NojaBu Nopaka 3a pectapTMparbe Ha KOMNjyTePOT, HanpaBeTe pecTapT.



duHanHu noaecyBarwa Ha MHTepHeT npebapysauot Microsoft Internet Explorer

MN3BpLIYyBaHETO HA €/1EKTPOHCKUTE TPAHCAKLMM € BO3MOXKHO CaMo NpeKy MHTepHeT npebapyBayoT
Microsoft Internet Explorer v onepatusHute cuctemun Windows 98SE, Windows XP , Windows Vista n
Windows7. 3a Taa uen noTpebHo e aa ce HanpagaT C/ieAHMBE CETUPatba Ha ONLUMUTE Kaj OBOj
npebapysau.

Oa menuTo Tools oabepeTe ja onunjaTa Internet options , notoa Bo meHuUTO Security oabeperte ja
nKkoHata Trusted sites n K1MKHeTe Ha KonyeTo Sites.

Internet Options E|P5'__<|

izereral | Jecurity | Privacy | Content | Conneckions || Pragrams | Adwvanced

Select a zone to wiew or change security settings.

Inkernet Local inkranet\ QNEEs SRS/ Restricked
sites

Trusted sites
7’ ] . . Sikes |
This zone contains websites that vyou

W trustnaotto damage wour compuker ar
vour files,
You have websites in this zone,

Security level for this zone

Custom
Cuskom setkings.
- To change the setkings, click Custom lewvel,
- To use the recommended sektings, click Default lewvel,

[ Cuskaom level ., H Default level ]

[ Reset all zones ko defaulk level ]

[ O, l [ Cancel




Bo npBoTO Nose HanuweTe ja agpecaTa 3a eNeKTPOHCKOo 6aHKapcTBo Ha MNpoKpeant baHKa
https://ebank.pcb.com.mk 1 KankHeTe Ha Konyeto Add

Trusted sites b__<|

Youl can add and remove websites from this zone. all websites in
Sl this zome will use the zone's security settings.

#dd this wehsite to the zone:
| hktps: f febank., peb. carm, mk [ add ]

Wehsites:

Require server verification (https:) for all sikes in this zone

Close

a notoa Ha konyeTto Close.

Trusted sites b__<|

Youl can add and remove websites from this zone. all websites in
Sl this zome will use the zone's security settings.

#dd this wehsite to the zone:
1

Wehsites:
https: i febank. peh. corm, mk,

Require server verification (https:) for all sikes in this zone

Close



https://ebank.pcb.com.mk/

[okonKky kopuctute Microsoft Internet Explorer Bep3suja 7.x nnv noHoBa noTpebHo e Aa ce Hanpasu
W CNegHOBO ceTUpake.

Opa menuTo Tools oabepete ja onumjaTa Internet options , o3HaueTe ja MKoHata , Trusted sites” u
NnoToa KANKHeTe Ha KonyeTto Custom level...

-
Internet Opticns M

| General | Security |F‘ri'u'ac5-' | Content | Connections | Programs | .ﬁ.d'u'anced|

-

Select a zone to view or change security settings.

@ & /0

Internet Local intrane Restricted
sites

Trusted sites

Site
This zone contains websites that you

trust not to damage your computer ar
your files,
You have websites in this zone.

Security level for this zone

Custom
Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, didk Default level.

[|Enable Protected Mod Internet Explarer)

Default level ]

[ Reset all zones to default level ]

[ oK ] [ Cancel Apply




Bo aenot Kage wrto ce onuuute 3a ActiveX controls and plug-ins, 3a Allow previously unused
ActiveX controls to run without prompt og6eperte ja onuujata Enable, kako WTo e npuKaxKaHo Ha
C/NKaTa nogony.

Security Settings - Local Intranet Zone

Setkings

O Prormpk .
|| Activer controls and plug-ins |
|#| Allow previously unused Activel controls ko run without prom
() Disable
(%) Enable
|#| Allow Scriptle!
() Disable
() Enable
@ Prormpk
|#| Automatic prompting For Activel contrals
(%) Disable
() Enable
|#| Binary and script behaviors
() Administrator approved

() Disable
&% Frshla
< |

*Takes effect after vou restart Internet Explorer

54

|

Reset cuskom settings

Besetbor | pedium-low (deFault) V| [ Resst... ]

[ Ok, ] [ Cancel ]




Bo uctaTa cekuuja 3a ActiveX controls and plug-ins, 3a Initialize and script ActiveX controls not
marked as safe for scripting onbepeTte ja onunjata Enable, Kako WTO e NpUKaxKaHO Ha cAKKaTa
nogony.

Security Settings - Trusted Sites Zone I&

Settings

() Enable F
@ Prompt
|#| Download unsigned ActiveX controls
@ Disable
() Enable |
() Prompt -
|| Initialize and script ActiveX controls not marked as safe for =
() Disable
@ Enable
() Prompt
|#| Only allow approved domains to use ActiveX without prompt
@ Disable
() Enable
|#| Run ActiveX controls and plug-ins
() Administrator approved

4 Mieshls
{ | 1l 3

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: | Medium (default) v] [ Reset... ]

[ oK ] Cancel ]

MoToa KAMKHeTe Ha Konyeto OK M HanpaBeTe pecTapT Ha WHTepHeT npebapyBayoT co uen gda ce
COYYBaaT MPOMEHMUTE.

3a cuMTe AOMNONHUTENHU Npallakba MOXKE a3 He KOHTAKTMpaTe NpeKy MHTEPHET Ha cneaHaBa e-mail
aapeca: e-bank@procreditbank.com.mk nau tenedoHckmn Ha 02 / 2446 000.



mailto:e-bank@procreditbank.com.mk

